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KakKue ycnyru Mol OKkasblBaem
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Hactpausaem CI/CD MOHUTOPWUHTI AyauT YctaHoBka 10 KoHcynbTauuu

[1poOn3BOAUM HACTPOMKY NEPBOKNACCHOro OpraHnayeM MOHUTOPUHI 33 BbINONHAEM NPOBEPKY NPOEeKTa Ha YcraHasnusaem niwboe cepsepHoe 10, Nomoraem BamMm B pa360pe ﬂpO6ﬂ€M,

CI/CD ¢ auHaMuueCckuMu OKpyxeHuamu, MHPPACTPYKTYPOU, HACTPOUM anepTsl, COOTBETCTBME NYHLWHUM UHPPACTPYKTYPHLIM Heobxoaumoe Ans paboTbl BalKX C BbIOOPOM CTeka wnum peanmsaummn busHec
KaHapeeuHbiMu penusamu, A/B cnenaem pawbopabl. Qopaboraem no NPaKTUKaM, NPOBOAUM aHANU3 PUCKOB M i et i ok GyHKUMOHaNa B PaMKax Halwmx

T e gawei npocbbe COCTaBNAEM CNUCOK PEKOMEHAaLNI KOMNETEeHLUM
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247 lNoppepxka IMnopTo3aMelleHue [NlepeHOCUM cepBepa B 06n1ako be30onacHoOCTb

Pearnpyem Ha nHuUuaeHTol 24/7 6e3 BbINONHAEM MUIPaUnIO C HeapPYXeCTBEHHbIX lepeHoCuM cepeepa B 00/1aK0 UK C Cnenum 3a 6€30NacHOCTLIO, BblAaeM BalUUM

BbIXOAHLIX U NPa3aHnKOB NO SLA. Ceaxemcs CepPBUCOB Ha OTEYEeCTBEHHbIEe aHaNorv OAHOro obnaka Ha apyroe COTPYAHUKAM UHAUBUAYANbHBIE AOCTYNbI U

C BamMu ecnu nortpebyerca nomMoulb 3aumulaemMm MHPPaCTPYKTypy NOCPEeACTBOM

pa3paborynkos VPN, Xpasuum nory ayaura, Hacrpavsaem
WAF, usonupyem development u production
KOHTYpa



Hall CTeK
TEXHOJI0M MM

% Clickhouse, | \ Jupyter Notebook, @ Prometheus, Grafana, (S SonarQube, Wazuh,

ProstgreSQL, MySQL, i Apache Airflow, MIFlow, ELK/EFK, Jaeger OpenDistro, GVM,

Redis | Apache Superset OpenVPN, Nexus,

oo MinlO, Hashicorp Vault,

e Cloudflare, Apache

Databases \ Observa bi|i'ty JMeter.

OE Kubernetes, Openshift, | | Cﬁ 5 Azure, AWS, Digital @ Kafka, RabbitMQ @ Ansible, Terraform
Istio ; Ocean, GCP, Yandex
- Cloud

Orchestration Clouds laC




KaK BbIrNaauT
naboymm npoLie

1 Bbl ocTaBnseTe 3aABKY Pa3paboTunku
Cc0O3[4aloT 3ajaun

Mbl opraHnsyem cOo3BOH
OJ19 cocTaBneHuna nogobporo bpuda
1 NJslaHa pPaboT Nno BalleMy NMPOEKTY

DevOps
______ KOMaHOa genaeT 3ajauu
N norupyeT BpemMs

3aKn4yaemM 4oroeop
C YKa3aHMEM MJlaHa U CPOKOB paboT

<>

MeHep)Kepbl
CO34al0T 3apauum,
NoJIy4aroT OUNNTUHT OTYETDI
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 CTeK MHOPaCTPyKTypbi:

‘Yandex Cloud, VK Cloud, Kubernetes, Istio, Cloudflare,PostgreSQL, RabbitMQ, Clickhouse, Redis,
Kafk—a, Schema Registry, Jaeger, OpenSearch, OpenVPN, Prometheus, Grafana, EFK, HAProxy,
Nexus, Gitlab Cl, ArgoCD, Terraform, Ansible

YTo coenanu gns npoekTa:

1. lNepeHecnu nHPpacTpykTypy n3 50 BbICOKOHArpy>KeHHbix cepBrncoB Ha Go 13 VK Cloud
B Yandex Cloud BBuay HeCctabunbHOCTU NepBOro + BbINOJIHUIN PedaKTOPUHI C UCMOJIb30OBaAHUNEM
laC (Terraform + Ansible):

. HacTpounm MOHUTOPUHI U anepTbl N0 UHPPACTPYKTYPHbIM pecypcam;

. Hactpounu CI/CD ana 60 6ekeHp, npunoxeHuint Ha GO (3 okpy>XxeHuns):

. Hactpounu CI/CD ana 3 ppoHTEHO NPUNOXEHUN C NOAAEPXKKON ANHAMNYECKUX OKPYXXEHUN;

o b~ W N

. PasBepHynu konuo nHppactpyktypbl B AWS, HacTpounu CI/CD

NO3BONAKOLLAN BbIMOJIHATb AEM/I0M B HECKOJ/IbKO MHPPACTPYKTYP.



@ 88 General / Kubermnetes &% <% ¢ B & @ Last30minutes v Q O Ssv @&

datasource Prometheus v env  production v Infrastructure_provider yC v
Q Actual cluster CPU usage ERGICET S Actuall cluster memory usage Total (node) Pod count utilization Cluster filesystem usage (container) Total (container)
- - :
- . |
168.19 GiB 1.07 Tis
oo
oo
Used (node) Used (container)
: : 56% ; -
A 63% 38 73 % 71.406is o - 231.78 GiB
@ Pods CPU request Pods memory request PVC usage
100
60 core 150 GB -
50
20 core 50 GB 0
22:50 22:55 23:00 23:05 23:10 2315
0 core 0GB == yC.redis-data-argocd-redis-master-0 == yc.data-vault-0
22:50 22:55 23:00 23:05 23:10 23:15 22:50 22:55 23:00 23:05 2310 2315 == ycC.elasticsearch-master-elasticsearch-master-0 == yc.data-testlink-mariadb-0

== Total == Request == Actual == Total == Request == Actual == yC.data-jaeger-cassandra-0 - yc.data-vault-2 «= yc.data-vauit-

Node Overview Node count by capacity type
P hostname uptime RAM CPU core Sm load CPU usage RAM usage Disk usage Disk read Disk write v Conn TCP_ tw Dw speed Up speed
® SRl L | | | [ ] ] ] @] @
|
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88 General /[YC] Applications in Production % <3

Environment  prod-main-release v

Application  gateway-backend v

Releaseld 1 v

Traffic metrics aggregationperiod 5Sm v Database metrics aggregation perlod

Other grafana dashboards

o Applications in Development/Preview (this dashboard, but for Development/Preview environments)

e Instances (servers)
o Kubernetes Cluster

» PostgreSQL RDMS (pg-cloud-prod | pg-cloud-prod-replica | pg-cloud-prod-pd | pg-cloud-prod-pd-replica)

Project name:
Repository:
Branch:

Pipeline address:

Last application update time:

Logs (Kibana):
Actions for apps on *,

main
GatewayBackend
release
20622
190:39 25.07.2024

All pod logs | K8s events
: Switch to latest | Switch to oldest | Reset selection
Clicking on the links above will set (or delete)
Kubernetes Dashboard address:
Kubernetes Dashboard token:

Pods page

> Release state for applications inside "prod-main-release” environment (7 panel)

> Passport for “1" release of "gateway-backend” (7 panel)

v Kube status for "1" release of "gateway-backend"”

Pods

80 thread

60 thread

40 thread

20 thread

Total CPU Usage

General info

domain and its subdomains. Keep in mind that the cookie is permament, so you have to manually delete it!

Container restarts

5m v

745GiB

559 GiB

37.3GiB

18.6GiIB

ihi#

2

& (@ Last1hour MSK v

Total RAM Usage



& elastic © & ©

Discover New Save Open Share Inspect

v Last 15 minutes Show dates C Refresh

€ + Add filter

fluentd-* 2,103 hits Jul 28, 2024 @ 22:54:49.074 - Jul 28, 2024 @ 23:09:49.074 Auto % Hide chart

Filter by type O

S .....I..l.lll..l.I..l.lII..l.I-
LogLeve

vessage

) @timestamp per 30 seconds
SCOopes

Avallable fields

i
|

Informatio  SecurityGroupUpdatelnstallerDaemon for SecurityGroupUpdatelnstallerDaemon acquired!

Popular n

t Kubernetes.labels.app

Informati MigrateDaemon k for MigrateDaemon acquired!
N

Informatio DashboardsScraperDaemon for DashboardsScraperDaemon acquired!
n

Informatio vmSnapshotMaintenanceActionsRunstxecutorDaemon for VmSnapshotMaintenanceActionsRunsExecutorDaemon acquired!
N

C- 4 E"‘:Gr ﬂ.]f‘r' ;:a-

TlsCertificateIssuerDaemon No certificates to reniew!
cluster.uuig

component

Informatio TlsCertificatelssuerDaemon Lock for TlsCertificatelssuerDaemon acquired!
'-..1

gocker.container_ic n
# tventid

Tn{,ﬂrﬂ\ﬂfﬂr\ Masntananmsablanat1ancDiimenlNfenannr*arfiianman | Aanl ‘.ﬁr MasntananmsnArntr1ancDiinelMNfean*t*arNansman T IILE.T.T.}




CTeK NpUNoXeHUn:

Node JS, VUE, React, Java
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fiare,Pos’tgreSQL, RabbitMQ, Hashicorp Vault,
' , Grafana,EFK, Nexus, Gitlab Cl, Terraform, Ansible

theus

rgd) ﬁ}(énéxClo‘ud (dev) +3akpbinu uHGpacTpykTypy 3a VPN:

on
;{{;?:-

AN O

' KKa -raAWS B .ﬂpy-roﬁ BBUAY 6/10KUPOBKK NEpPBOro;

i N
| By = ¥

(TYPHBIM pecypcaM,BKo4asi MUHGPACTPYKTYpPbl B KOHTYPax 3aKa3unKoB

oyKeHuit (10 OKpy>KeHUI Mo 15 MPUNOXKEHMI B KaXAO0M,

bIBas 3@ 8 MUHYT Ha 1 OKpY>XeHue);
pL

il il b

eHUs! Aiensioes C NPOCMOTPOM 0T4eToB B Allure;

Yandex Cloud Ha cnyuai Disaster Recovery;

BB HOUb U Ha BbIXOAHbIE B LLENSX IKOHOMUM.
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@ 88 General / SQL request statistic from pg_stat_statements table & <« thie ® O LastithourMsk~ Q O v @
Datasource  prod-pg-stat-statements
Q SQL query statistic (10000 most popular queries, time In ms)
+ datname ¥ query 9 rows ¥ mean_time ¥  stddev_time ¥
eI V1 VNLvL (L AL Fa (AR RV, V.UV /)
e select $1 63887 63887 0.0110 0.00629
select * from "work_profiles” where “userld” = $1 37284 36356 0.0402 0.0621
© select * from “work_sessions” where “id" = $1 37135 37135 0.0434 0.193
e update "work_profiles” set "cards” = $1 where “userld" = $2 returning * 37133 36205 0.0834 0.977
& select * from "work_sessions” where "id" = $1 0.0478
update "work_profiles” set "cards” = $1 where “userld" = $2 returning * 36442 35531 0.0851 0.521
O select * from "work_profiles” where “userld” = $1 35531 0.0396 0.0187
select $1 0.0111
select * from "work_sessions” where "id" = $1 3411 34111 0.0496 0.611
update "work_profiles” set “cards” = $1 where "userld” = $2 returning * 34110 33257 0.0868 0.549
select * from "work_profiles” where “userld” = $1 34109 33256 0.0401 0.0256
select * from din_tests where id = $1 33712 30195 0.0408 0.0572
select $1 32742 32742 0.0109 0.00428
select * from "work_profiles” where “userld” = $1 31195 30415 0.0390 0.0165
All SQL query statistic (10000 most popular queries, time in ms)
datname ¢ userid 7 dbid queryld & query ¥ calls 9 total_time ¢ min_time rows
16385 15201825 507811709600508.. update “work_profiles" set “cards” = $1 whe.. 37133 3284 0.00698 0.0884 0.977 36205 1
16385 15225936 615255412265159..  select * from "work_sessions” where "id" = $1 36443 1741 0.0190 85.1 0.0478 0.666 36443 1
16385 15225936 -361762617627552.. select * from "work_profiles” where “userid".. 36442 1442 0.00467 1.59 0.0396 0.0187 35531
16385 15225936 420576159689095.. update "work_profiles” set “cards” = $1 whe.. 36442 3103 0.00843 68.9 0.0851 0.521 35531 1
16385 15141295 -636313359545922... select $1 34531 383 0.00387 0.171 0.0111 0.00393 34531
16385 15262176 -258467815617640.. select * from "work_sessions’ where “id" = $1 34111 1690 0.0192 89.0 0.0496 0.611 34111

10



@ Q. Search GitLab

A AdminBackend ~

pTOjeCt. iInformation O 71ccabi8 [0:":
Repository

| S 11 No related merge requests found.
SSUES . ’

Merge requests

Cl/CD Pipeline Needs Jobs 1

Pipelines

Editor Group jobs by tage | Job dependencies

JODS

Schedules ouild PROVISION deploy test manage

Security and Compliance o _
@ +» admin-backend @ Provision @ RollOut all @ RuUn autotests @ Destroy app
Deployments

Packages and registries @ Provision Grafana dashboard

Infrastructure

e

Monitor

Analytics @ Recreate env

l’lﬁiflkl
@ rRedeploy env
Snippets

Settings




[ lnaTpopmMa Ana Toproenu
KpuntoBankoTon n apeHabl ASIC MmanHepoB

CTeK NPUIoXKEHUM:

PHP, Go, React, Wordpress Dn D Em @ <\TA‘)

CTeK MHPPACTPYKTYpPbI:

AWS, Kubernetes, Cloudflare, Istio, PostgreSQL, MySQL, Clickhouse, Metabase, OpenVPN,
Prometheus, Zabbix, Stratum Proxy, Mikrotik, Grafana, EFK, ELK, Nexus, Gitlab CIl, Terraform, Ansible

4TO cpenanu gna npoekTa:

1. HacTponnn MOHUTOPUHI U anepTbl N0 MHPPACTPYKTYPHbIM pecypcam, B YaCTHOCTHU
HacTPoOUIn MOHUTOPUHI peaxekTtoB ASIC mMmanHepoB + Hanucanu Stratum NpPokKcu g ManHepoB;
2. BHegpunu HoBbIN CI/CD ¢ nogaep>XKon AMHaMUYECKUX OKPYXXEHUN N XPaHEHNEM CEKPETOB
B Hashicorp Vault;
3. OT6unun Heckonbko DDoS aTak, BbinonHunu HacTponky Cloudflare gna yctpaHeHns noao6HbIX aTak
B byayuwieMm, paspabotanu cobcteseHHoe 1O ana aBToMmaTtmnsauum npouecca otpakeHna DDoS aTak;
4. BHepgpunun Wazuh gna ayguta gocTtynoB B UHPPaCTPYKTYpPY.

12



@ General / Experimental proxy % <3

Datasource  StratumPrometheus v

DeviceName S21.10x137 ~

Accepted Hashrate proxy 7 - ViaBTC

Q
+ 250PH/s -

O |imre) _

_— “ “

O OWS

— kBo-stmun-proxy acoopted B kaa-stmum-proxy re]ected

Connected miners list

client_id_form_submit_request server_name

k8s-stratum-proxy

k8s-stratum-proxy

k8s-stratum-proxy

k8s-stratum-proxy

k8s-stratum-proxy

k8s-stratum-proxy

® 1PH/s

08:00

im A
"

1400

Per miner hahrate 1Tm average

13

thi+ & (@ Last2dhours v Q O

Per proxy miners count

k8s-stratum-proxy

Miners with rejects (present moment!)

== S21PRO.33x251 accepted

R R SRR A o il
| -,

Mean ~
234 TH/s



ERP/BIl cucrtema

CTeK NpUnoXXeHun:

PHP, Node JS, React D”D l ISJ @

CTeK MHPpaCTPYKTYpPbI:

Yandex Cloud, Kubernetes, Cloudflare, Istio, PostgreSQL, Kafka, Debezium,
OpenVPN, Prometheus, Grafana, EFK, Nexus, Gitlab CI, Terraform, Ansible

YTO cpenanu gna npoekTa:

1. NepeHecnn MHPPACTPYKTYpPY C pa3BanuarLleroca cepesepa ¢ Proxmox B Yandex Cloud
+ 3aKpblIn HPPACTPYKTYpY 3a VPN;

2. HacTponnu MOHUTOPUHI U anepTbl N0 MHPPACTPYKTYPHbIM pecypcam;

3. BHegpunu Kubernetes;

4. Hactpounu kactoMHbin CI/CD ¢ nogpep>Xkon gensios N30JIMPOBaHHbIX KITMEHTCKUX
CTEHO,0B Ha OTAENbHbIX AOMEHaX;

5. Hactpounu aBTo oTknouyeHne cepsepoB B Yandex Cloud Ha HOUYb U Ha BbIXOAHbIE B LIeNSIX 3KOHOMUM.

14




Al/ML IO ana onTtuMmnsauyunu
pacxoaa TonamBa Ha caMocBanax

CTeK NPpUIoXXeHUn:
Python, VUE, C++, C#

CTeK MHPPACTPYKTYpPbI:

AWS, Azure, Yandex Cloud, Google Cloud, Kubernetes, Istio, Nginx Ingress, Cloudflare,
Openshift, PostgreSQL(Timescale), Kafka, MinlO, Hashicorp Vault, MQTT, Redis, Airflow,

Mliflow, JupyterHub, OpenVPN, Prometheus, Grafana, EFK, Superset, Docker Compose,
Nexus, Gitlab Cl, ArgoCD, Terraform, Ansible

Y4TO coenanu gnga nNpoekTa:

1. BeinonHnnu 3 nepeHoca nHppacTpyktTypbl n3 Azure B AWS, ns AWS B Google Cloud, ns Google
Cloud B Azure BBMAY 3aBepLUEHUS rpaHTa + BbINOJMHUIN pedaKTOPUHI C ucnosib3oBaHmem laC
(Terraform + Ansible) n 3akpbinu nHdpacTpykTypy 3a VPN:

2. BHeppunun Kubernetes + nepeHecnu B Hero npunoxeHus u3 Docker Compose + HacTpounu Cl/CD
C Nopaep>XKou AMHAMUYECKUX OKPYIXXEHUWN;

3. HacTpounn MOHUTOPUHT U anepTbl N0 MHPPACTPYKTYPHbIM pecypcamM + HacTpounu
LeHTpPann3oBaHHbIN MOHUTOPUHI MHPPACTPYKTYP 3aKa3uyuKOB;

4. YcTtaHoBunn Kubernetes Ha BupTyanbHble MallUHbI B KOHTYPAa 2X 3aKa34YMKOB + YCTaHOBUIU
B HUX NpunoXeHusa cpeacteamm ArgoCD (okono 20 npuioXXeHuin);

S. YcTaHoBunu npunoxeHus cpeactesammn ArgoCD B Openshift knactep 3akasumka (0KoJ10 15 NpUIoXeHun); |
6. BHegpwnu Hashicorp Vault gna npuno>eHuin B ob6nako. |

15




Applications APPLICATIONS TILES

I'I Qrgo

+ NEW APP . dearch applicatiol ;-:: LOg out

Applications Sort: name = Items per page: 10 »

e i *

—
weem  Dlackbox-exporter

L] § L} L] | ’ | i i ' ' v '
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Pa3paboTka cepBUCOB OHNANH-KOMMYHUKaLLUK

CTeK NpUNoXeHuun:
C++, React l ;.:;-: ( x.X)
CTeK MHPPaACTPYKTYpPbI:

YandexCloud, Kubernetes, Istio, PostgreSQL,OpenVPN, Prometheus, Outlast, Grafana,

Loki, Keycloak, Velero, Nexus, Gitlab Cl, Terraform, Ansible

Y4TO coenanu gna npoekTa:

1. C O HacTpounun obnavyHyro MHPpacTpykTypy B Yandex Cloud;
2. HacTpounn MOHUTOPUHI U anepTbl MO MHPPACTPYKTYPHbIM pecypcam;
3. HacTtpounu SSO Ha 6ase Keycloak ona Yandex Cloud, Outlast, Grafana, Hashicorp

Vault, Tak)ke HacTpounu aBToMaTuky ansa otnpaskn VPN/SSH pocTynos.

wonal \ PN intormation page

Whether I still have access or has it been revoked?

Which resources do 1 have access to?

gl il
g 8
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r o~ “§ & _ o m &

- -

Select Options Refresh Reply Replyall Forward Delete Mark More

Q VPN [DO NOT REPLY] Your OpenVPN access via openvpn-pub. vpn server

From notification@ on 2024-02-15 20:52
e |DO NOT REPLY] Your OpenVPN access via vpn server

e [DO NOT REPLY] Your OpenVPN access via vpn server & 1) prod- ovpn

' - | - v\ : . - . . 1 '
e [DO NOT REPLY] Your OpenVPN access via vpn server . H1! Your OpenVPN configuration file 1s in the attachment

Instruction, debug informations and status of your config: http://openvpr
e |DO NOT REPLY] Your OpenVPN access via openvpn-pub.k2t.app vpn ... € pub / 7b70f129¢c9c02eeef2bcdfOde. html

Please note, that the VPN DOES NOT SUPPORT connecting from multiple devices via single configuration file!
e |DO NOT REPLY] Your OpenVPN access via openvpn-pub.

If you have questions or problems, fell free to contact us via https://

DO NOT REPLY] Your OpenVPN access via openvpn-pub.

Have a nice day!

[DO NOT REPLY] Your OpenVPN access via openvpn-pub. DO NOT REPLY TO THIS MESSAGE:

e [DO NOT REPLY] Your OpenVPN access via openvpn-pub.

e [DO NOT REPLY] Your OpenVPN access via openvpn-pub.

e |DO NOT REPLY] Your OpenVPN access via openvpn-pub.

e [DO NOT REPLY] Your OpenVPN access via openvpn-pub.

e |DO NOT REPLY] Your OpenVPN access via openvpn-pub.

e Berpoennbivt ChatGPT n 6e3 VPN




HaT-nnatpopma

CTeK NPUIOXKEHUMI:

Ruby, React, Python .
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O il 51 Add timeout: 120s

Q Search or go to... & Passed created pipeline for commit aé4b2f94 [ 3 months ago, finished 3 months ago

Project FOr dev

latest €O 23 jobs (V) 12 minutes 2 seconds, queued for 2 seconds
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Ob6navyHasa MHPpPaACTPYKTYypa
ONA CTPOUTENIbHbIX KOMMaHUW

CTeK NpUNoXXeHumn: _
: NC_

CTeK MHPPACTPYKTYpPbI:

Yandex Cloud,Cloudflare, MS SQL, 1C, Windows, OpenVPN, Prometheus, Grafana, Terraform, Ansible

4TO cpenanu gna npoekTa:

1. BbinoNTHUNU NepeHOC MHPPACTPYKTYPbI C XXee3HblIX CEPBEPOB C XeNne3HblX cepBepos
N paspenunm 2 opraHmsauum B pamMkKax pasHbiX akkayHToB B Yandex Cloud;

2. HacTponnu MOHUTOPUHI U anepTbl N0 MHPPACTPYKTYPHbLIM pecypcam.
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ObnavyHasa MHPpPaACTPYKTYypa
ONA CTPOUTENIbHbIX KOMMaHUW

CTeK NPUIoXKEeHUM:

React, Bitrix @ U

CTeK MHPPaACTPYKTYpPbI:

Proxmox, Kubernetes, My SQL, OpenVPN, Prometheus, Grafana, Terraform, Ansible

4TO cpenanu gna npoekTa:

1. BbinonHWAM HAacTPOUKY MHOPACTPYKTYpPbl Ha BareMetal cepBepax Ha 6a3e ProxMox.
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KOHTAaKThbl

CBAXUTECb C HaMW
No NObIM UHTEPECYIOLL MM BOMNpocam



https://t.me/avant_it
https://api.whatsapp.com/send/?phone=79996226191&type=phone_number
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